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About Compliance Manager for CMMC

The Cybersecurity Maturity Model Certification (CMMC) presents a standard for
achieving cybersecurity for companies that comprise the defense industrial base (DIB).
The United States Department of Defense (DoD) formulated the CMMC to improve the
cyber-security posture of the DIB supply-chain.

Compliance Manager for CMMC combines automated data collection with a structured
framework for collecting supplemental assessment information not available through
automated tools.

It is the first solution to allow for the automatic generation of the key documents that are
necessary to demonstrate compliance with the CMMC framework. More than just

documents to satisfy a compliance requirement, Compliance Manager provides factual
evidence, expert advice, and direction to minimize or eliminate the risk of a data breach.

You can compare Compliance Manager for CMMC to getting a medical exam.
Compliance Manager automates the ‘lab tests’ for the technology environment. It includes
interview and survey features to gather information manually. In addition, it provides a
recommended treatment plan.

You can learn more about the CMMC model
at: https://www.acqg.osd.mil/cmmc/index.html.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Introduction to Compliance Manager for CMMC

This section covers everything you need to know before getting started with your
CMMC Assessment.

Compliance Manager for CMMC Assessment Overview

Compliance Manager for CMMC combines 1) automated data collection with 2) a
structured framework for collecting supplemental assessment information through
surveys and worksheets. To perform a CMMC Assessment, you will:

» Access and log in to the RapidFire Tools Portal

Create a site and set up a project

Install the Compliance Manager server on the target network

Collect data from the target network using the Portal's guided To Do List

Generate CMMC Assessment reports and documentation

Project Roles

Compliance Manager helps you complete your assessment by presenting you with a
guided To Do list. Tasks within the To Do list are assigned to one of four user Roles within
the assessment project. Portal users can be assigned several different Site Roles. These
are:

» Site Administrator: Performs initial project setup; creates Users and adds them to
the appropriate project Roles; has access to all Site Settings

» Technician: Installs the scan server on the target network; configures the scan
server with the correct scan settings; initiates automated network scans

 Internal Auditor: Performs the compliance assessment using the Portal;
completes worksheets and forms to prepare compliance documentation

» Subject Matter Expert: (Optional) Contributes to worksheets and surveys. Can
only view and edit forms.

Important: Do not assign the SME role to users with other role assignments.
Doing so will limit their access to the portal.

© 2023 RapidFire Tools, Inc. All rights reserved.
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For a more detailed breakdown of project roles, see "Project Roles in the
CMMC Assessment" on page 186.

Notifications for Assessment To Do Tasks

Compliance Manager for CMMC sends your team automatic email notifications when new
tasks need to be completed to advance the CMMC Assessment.

For example, when Compliance Manager completes an automated scan, the assessment
team will receive email notifications for new tasks based on the results of the scan, such
as completing worksheets or identifying false positives.

Internal

Assessment Task Notifications Auditor

Site S | PSR ,,
Administrator Oﬂ — Z SO IR Gttt bl
[ | echnician e
\ [ Y S
D vesmasm o
o

‘ _» CreatesUsers _ _ ||= e e
and Assigns
— Roles :

(&) COMPLIANCE MANAGER Users Complete To
Sends To Do Notifications Do Tasks

To respond to a task notification, open the email and click Go to Task. The RapidFire
Tools Portal will open in a browser and you will receive additional instructions. This user
guide also provides detailed instructions for completing each assessment task.

NEW TASK ASSIGNED

You have new tasks assigned.

Complete Asset Inventory Worksheet

The Asset Inventory Worksheet is used to augment the asset data
that was collected during the internal network scan. Complete the
worksheet to provide the additional information requested.

Sl d—

© 2023 RapidFire Tools, Inc. All rights reserved.
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Note: In order for your team to receive notifications, you must assign them to Roles
within the assessment from the [Site] > Home > Roles page. The user will then
receive notifications for their assigned role at their email address.

Compliance Manager directs you to add users and assign roles as part of the guided
assessment process. But you can visit the [Site] > Home > Roles page to configure
users and assessment roles at any time. See also Setting Up and Starting your
CMMC Assessment Project.

For a list of assessment tasks and their assignees by role, see CMMC To Do Task
Complete List.

© 2023 RapidFire Tools, Inc. All rights reserved.
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What You Will Need

In order to perform a CMMC Assessment, you will need the following components:

CMMC Assessment o
Description

Component

Rapid Fire Tools Portal | 11,5 Raphid Fire Tools Portal allows you to create sites to manage your

CMMC assessments for specific clients. Use the convenient To Do list to
guide you through each task within the assessment.

You can access the Rapid Fire Tools Portal at
https://www.youritportal.com.

Compliance Manager

The technician will install the Compliance Manager server on the target
Server

network.

You can download the server Installer at this link.

Network Information
and Credentials

You will need to have administrative credentials to access network
components. In addition, you will need some basic network information,
such as internal and external IP addresses and IP addresses for specific
machines (such as the Domain Controller in Windows Active Directory
environments).

See "Network Prerequisites for Assessment Scans" on page 16 for more
details.

CMMC Data Collector The CMMC Data Collector is used on computers that cannot be accessed

by the Compliance Manager server. Use the data collector to scan
computers locally and upload scan files into the assessment. This is useful
for scanning computers that are not connected to the network or domain,
for example.

You can download the CMMC Data Collector at this link.

Surveys and Surveys and worksheets contain questions that require investigation

Worksheets outside of an automated scan. You create and manage these documents
directly from the RapidFire Tools Portal, where you can also invite SMEs
© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools

14


https://www.youritportal.com/
https://www.rapidfiretools.com/cm
https://www.rapidfiretools.com/cm

Compliance Manager for CMMC — User Guide Compliance Manager

CMMC Assessment o
Description

Component

to contribute.

RapidFireTools’ © 2023 RapidFire Tools, Inc. All rights reserved.
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1.

Network Prerequisites for Assessment Scans

For a successful network scan:

ENSURE ALL NETWORK ENDPOINTS ARE TURNED ON THROUGHOUT THE DURATION OF
THE SCAN. This includes PCs and servers. The scan can last several hours.

CONFIGURE THE TARGET NETWORK TO ALLOW FOR SUCCESSFUL SCANS ON ALL
NETWORK ENDPOINTS. See "Pre-Scan Network Configuration Checklist" on
page 20 for configuration guidance for both Windows Active Directory and
Workgroup environments.

GATHER THE INFORMATION BELOW TO CONFIGURE YOUR SCANS FOR THE CLIENT
SITE. Work with the project Technician and/or your IT admin on site to collect the
following:

Admin network credentials that have rights to use WMI, ADMINS, and File
and Printer Sharing on the target network.

Internal IP range information to be used when performing internal scans.

Note: Compliance Manager will automatically suggest an IP range to
scan on the network. However, you may wish to override this or exclude
certain IP addresses.

External IP addresses for the organisation to be used when setting up
External Vulnerability Scans.

RapidFire Tools Portal User Credentials

For Windows Active Directory environments, you will need admin credentials
to connect to the Domain Controller, as well as the name/IP address of the
domain controller.

For Windows Workgroup network environments, a list of the Computers to
be included in the Assessment and the Local Admin Credentials for each
computer.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Automated Scans Performed During the CMMC Assessment
Process

The CMMC Assessment consists of the following scans:
 Internal Network Scan (automated)

» External Vulnerability Scan (automated)

* Local Computer Scans (optional; performed manually)

Important: See "Local Computer Scans" on page 222 for more details,
including requirements for a successful local computer scan.

» Personal Data Scan (automated)

Compliance Manager for CMMC makes use of multiple technologies/approaches for
collecting information on the client network, including:

* Network Scan

e Active Directory

« WMI

* Remote Registry

e ICMP

» File System Scanning

e Windows Registry

» Windows Shares and Permissions

o Security Center

© 2023 RapidFire Tools, Inc. All rights reserved.
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Compliance Manager Online Help

The contents of this user guide are also available online, where you can search for
specific topics. To access the online help system for Compliance Manager:

1. Log into the RapidFire Tools Portal with your credentials.

2. From the portal, click the user icon E‘] in the top right hand corner of the screen.

3. Click Compliance Manager Help.

e ~ @rapidfiretools.com ~ m

@ Cyber Hawk Help
&= Cyber Hawk Resources

39 Compliance Manager Help
&= Compliance Manager GDPR Resources
&= Compliance Manager HIPAA Resources
© Security Manager Help
92 User Preferences

Pe @ Logout

4. The Compliance Manager Online Help system will appear. Use the search function

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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to find a particular topic, or browse the table of contents.
@/COMPLIANQE
MANAGER

Bl User cuides [ERE TN

8 A

i Compliance Manager for GDPR User Guide You are here: Compliance Manager for GDPR User Guide
B compliance Manager for HIPAA User Guide

[l compliance Manager for Cyber Insurance User |

B RapidFire Tools Server Installation for Gomplianc Compliance Manager for GDPR User Guide

This document is intended for users of Compliance Manager for GDPR. It will
software as well as the more advanced features.

4 "

-~ L

* GDPR + @ =

St o B
.‘_t

About Compliance Manager  Setting Up and Starting your Collec
for GDPR (General Data GDPR Assessment Project GDPR Asseq

Protection Regulation)
% G
O ¢

Scans for Compliance Using the RapidFire Tools  Ongoing GDPH
Manager Assessments Portal

Note: You can access the Online Help system directly
here: https://www.rapidfiretools.com/cm/cmonlinehelp.
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Pre-Scan Network Configuration Checklist

RapidFire Tools products can gather a great deal of information from the target network
with little advance preparation —and with very little footprint! However, if you are having

Compliance Manager for CMMC — User Guide

trouble with scans, or you have the ability to configure the target network in advance, we
recommend the settings below.

These checklists detail the recommended network configurations for both Windows
Domain and Workgroup environments.

Note: You must have the .NET 4.6.2 framework installed on machines in order to use

all data collector and server/appliance tools.

Checklist for Domain Environments

Share this checklist with your IT Administrator and ask them to configure your network's

Domain Controller as follows:

Complete ‘ Domain Configuration

GPO Configuration for Windows Firewall (Inbound Rules)

O

Allow Windows Management Instrumentation (WMI) service to operate through
Windows Firewall

This includes the following rules:

» Windows Management Instrumentation (ASync-In)
» Windows Management Instrumentation (WMI-In)
* Windows Management Instrumentation (DCOM-In)

Allow File and printer sharing to operate through Windows Firewall

This includes the following rules:

 File and Printer Sharing (NB-Name-In)
 File and Printer Sharing (SMB-In)
 File and Printer Sharing (NB-Session-In)

O

Enable Remote Registry “read only” access on computers targeted for scanning.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Complete ‘ Domain Configuration

Note: Remote Registry access should be restricted for use by the user access
account credentials to be used during network and local computer scan.

Enable the Internet Control Message Protocol (ICMP) to allow authorized ICMP echo
request messages and ICMP echo reply messages to be sent and received by
Windows computers and network devices.

Windows firewall rules on Windows computers may need to be created/enabled to
allow a computer:

« operating a Kaseya-RapidFire Tools product network data collector to
issue ICMP echo request messages to be sent to Windows computers
and network devices

» to send ICMP echo reply messages in response to an ICMP echo request

Note: ICMP requests are used to detect active Windows computers and network
devices to scan.

GPO Configuration for Windows Services

Windows Management Instrumentation (WMI)
« Startup Type: Automatic

Windows Update Service
« Startup Type: Automatic

Remote Registry
« Startup Type: Automatic

Remote Procedure Call
« Startup Type: Automatic

Network Shares

» Admin$ must be present and accessible using supplied credentials (usually a local
admin or user in the local Computer's Administrative Security group)

RapidFireTools
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Complete ‘ Domain Configuration

3rd Party Firewalls

D * Ensure that 3rd party Firewalls are configured similarly to Windows Firewall rules
described within this checklist.

[ Note: This is a requirment for both Active Directory and Workgroup Networks. ]

Checklist for Workgroup Environments

Before you perform a workgroup assessment, run the following PowerShell commands
on the target network and the machine that will perform the scan. These three
configurations should help you avoid most issues in a workgroup environment. Each
command is followed by an explanation and link to Microsoft documentation.

1.

reg add
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\syst
em /v LocalAccountTokenFilterPolicy /t REG DWORD /d 1 /f

By default, UAC only allows remote administration tasks to be performed by the
Built-in Administrator account. To work around this, this command sets the
LocalAccountTokenFilterPolicy registry key to 1. This allows any local admin to
perform remote administrative tasks (i.e. access to system shares C$, Admin$,
etc.).

https://support.microsoft.com/en-us/help/951016/description-of-user-account-
control-and-remote-restrictions-in-windows

. netsh advfirewall firewall set rule group="windows

management instrumentation (wmi)" new enable=yes

This command creates an Inbound firewall rule to allow access to the WMI service
and namespaces.

https://docs.microsoft.com/en-us/windows/win32/wmisdk/connecting-to-wmi-
remotely-starting-with-vista

3. netsh advfirewall firewall set rule group="File and Printer
Sharing" new enable=Yes
© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools

22



https://support.microsoft.com/en-us/help/951016/description-of-user-account-control-and-remote-restrictions-in-windows
https://support.microsoft.com/en-us/help/951016/description-of-user-account-control-and-remote-restrictions-in-windows
https://docs.microsoft.com/en-us/windows/win32/wmisdk/connecting-to-wmi-remotely-starting-with-vista
https://docs.microsoft.com/en-us/windows/win32/wmisdk/connecting-to-wmi-remotely-starting-with-vista

Compliance Manager for CMMC — User Guide Compliance Manager

This command creates an Inbound firewall rule which enables File and Printer
Sharing on the machine. File and printer sharing is required in order to access the
Admin$ share on remote machines.

https://answers.microsoft.com/en-us/windows/forum/all/turning-on-file-and-printer-
sharing-windows-10/bb3066eb-f589-4021-8f71-617e70854354

You can also share this checklist with your IT Administrator and ask them to configure
each computer in your workgroup as follows:

Complete? Workgroup Configuration

Network Settings

D « Admin$ must be present on the computers you wish to scan, and be
accessible with the login credentials you provide for the scan

I:] * File and printer sharing must be enabled on the computers you wish to scan

D * Ensure the Windows Services below are running and allowed to communicate
through Windows Firewall:

» Windows Management Instrumentation (WMI)

» Windows Update Service

* Remote Registry

* Remote Desktop

* Remote Procedure Call

D » Workgroup computer administrator user account credentials.

Note: Before configuring scan settings for workgroups, prepare a list of the
workgroup computer(s) adminstrator user account credentials for entry into the
scan settings wizard.

I:] Enable the Internet Control Message Protocol (ICMP) to allow authorized ICMP
echo request messages and ICMP echo reply messages to be sent and received by
Windows computers and network devices.

Windows firewall rules on Windows computers may need to be created/enabled to
allow a computer:

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Complete? Workgroup Configuration

* operating a Kaseya-RapidFire Tools product network data collector to
issue ICMP echo request messages to be sent to Windows computers
and network devices

* to send ICMP echo reply messages in response to an ICMP echo
request

Note: ICMP requests are used to detect active Windows computers and
network devices to scan.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Setting Up and Starting your CMMC Assessment
Project

This topic covers starting a first new CMMC Assessment. Before you begin your

CMMC Assessment, you will need to complete a few basic tasks to set up the project.
These items will be completed by the Technician and Internal Auditor user roles. See
more information on Project Roles, see "Project Roles in the CMMC Assessment” on

page 186.

Add Organizations

Before you begin your first IT or compliance assessment, you can optionally create an
organization. Think of an organization as a folder in which you can store assessment
projects for a particular client. For example, if a client has multiple sites or distinct
networks that you want to assess individually, use an organization to keep these client
sites in one neat container.

Much like folders in Windows Explorer, you can create multiple Organizations
and can move your sites between them.

Add an Organization

To add an Organization:

1. Access the RapidFire Tools Portal at https://www.youritportal.com and log in with
your credentials.
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RapidFireTools

Username
ndtest10@rapidfiretools.com

Password

Remember me

Or

G Log in with IT Complete

Help & Support | © Kaseya 2022

Note: You can also log in with your IT Complete credentials. See Enable Log In
with IT Complete.

\.

2. Access the Organizations page from the top-menu. Select All Organizations from
the side menu.

Micro Consulting Organizations To Do Global

Filter Organizations... I< Organizations 22

2]

0 All Organizations ABLE Manufacturing West Coa

st

[ 0 Sites

[ Al Sites
[ ABLE Manufacturing West Coast

O Accent Fit Alpha Investments

[ Accent Fit - Guest Network
[ 2 Sites

[ Acme Group

3. Then click Add Organization.
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® O &3
C —TEEEE

Acme Group . Acme Organization

[ 2 Sites [ 11 Sites

4. Enter an Organization name. For example, this might be the name of a large
company for whom you want to create multiple sites and types of IT and compliance
assessments. Then click Confirm.

Add Organization

Organization Name* Add from IT Glue

Grande Vista

Organization names must start with an alphanumeric character, may
only include alphanumeric characters, dash, and space and must be
less than 50 characters long.

5. You can see each organization you've created from the left-side menu.
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0 All Organizations

[ Al Sites

[ ABLE Manufacturing West Coast
[ AccentFit

[ Accent Fit - Guest Network

3 Acme Group

<

Organizations 22

ABLE Manufacturing West Coa

st

Alpha Investments

0 Sites

2 Sites

6. From them button you can rename or delete the Organization. You can also see
the number of sites grouped under the Organization.

Organizations 22

ABLE Manufacturing West Coa
st

0 Sites

Alpha Investments

2 Sites

Delete

Accent Fit

Rename

Beautiful British Columbia

J 3Sites

0 Sites

Move a Site to an Organization

To move a site to an organization:
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1. From Organizations, choose All Sites or another specific organization.

Micro Consulting

Filter Organizations...

0 All Organizations

I [ Al Sites

(] ABLE Manufacturing West Coast
[ AccentFit

(] Accent Fit - Guest Network

2. Click Move Site.

@ e joe-admin-user ﬂ
+ Add Site i

~ Acme GRC Project

G
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3. From the Moves Sites menu, select an Origin Organization from the drop-down
menu. Sites without an organization will be listed under Unassigned Sites. Select
the sites you want to move. Under Move to Organization, select the destination
from the drop-down menu. Then click Move and confirm your selection.

Move Site(s)

Move to Organization

Select an Organization from the list to move

Origin Organization

Select one or more sites under an Organization and
move to another Organization from the list on the selected site(s).

right.

Accent Fit v Acme QOrganization

[J Example ND Pro Site
New Velocity

Probable Partners

Cance

Move Site(s)
Origin Organization Move to Organization

Accent Fit Acme Organization

New Velocity
Probable Partners

Back

4. The selected sites will be moved to the chosen organization.

Create a New Site

We recommend you get started by making a "practice site" and running your first
assessment in-house. Use this to familiarise yourself with Compliance Manager and

the installation and configuration process.

The first step in performing a CMMC Assessment is creating a "Site". Sites help you
organise your assessments. This task is performed by the Site Administrator. To create a

site:
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1. Access the RapidFire Tools Portal at https://www.youritportal.com and log in with
your credentials.

RapidFireTools

E Log in with IT Complete

Help & Support | © Kaseya 2022

2. From the Sites page, click Add Site.

@ 9 joe-admin-user m
+ AddSite i

3. Enter a Site Name. This can be the name of the client for whom the assessment is
being performed, for example.

4. Under Site Type, select Show Legacy Site Types.
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Add Site

Site Name *

Dayton Site

Site Type

@® Compliance Manager GRC
(O Cyber Hawk

(O Network Detective Pro

() VulScan

Show Legacy Site Types

Cancel

5. Select Compliance Manager (Legacy) and then select your assessment type.
« If you wish to perform a EU GDPR assessment, select EU GDPR.
* If you wish to perform a UK GDPR assessment, select UK GDPR.
« If you wish to perform a HIPAA assessment, select HIPAA.

« If you wish to perform a Cyber Insurance assessment, select Cyber
Insurance.

« If you wish to perform a NIST CSF assessment, select NIST.

* If you wish to perform a CMMC/NIST 800-171 assessment, select
CMMC/NIST 800-171.
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Add Site

Site Type

(O Compliance Manager GRC
(O Cyber Hawk
() Network Detective Pro

) VulScan

(® Compliance Manager (Legacy) N

(0 EU GDPR

() UK GDPR

O HIPAA

() Cyber Insurance
(O NIST CSF

() CMMC / NIST 800-171

Cancel

6. Click Next. Select an Organization Folder for the new site.
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o Select Organizational Folder for

7. Select a subscription option (MSP only). You can choose to:

a. Use an Existing License you have purchased previously. Select the existing
license from the drop-down menu and click Next.

Choose a method of licensing this Compliance Manager site.

®) [Existing License

Awvailable Licenses

500 (renews 11/06/2019)
500 (renews 11/05/2019)

1000 (renews 11/06/2019)

b. Create a New Subscription. Select the subscription option from the drop-
down menu and click Next.
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Choose a method of licensing this Compliance Manager site.

Existing License
®) New Subscription

Subscription Options

Up to 250 computers

Up to 500 computers

Up to 1000 computers

Up to 2000 computers

Note: You have 10 FREE Site licenses as part of your initial Compliance
Manager subscription. Each of these licenses can cover a site with up to
250 computers. Select one of these free licenses for use with your first 10
new Sites. We suggest that you use 1 of the 10 licenses for your own
internal use, such as familiarizing yourself with the product and
assessment processes.

Choose a method of licensing this Compliance Manager site.

Existing License £\ Nosuitable licenses available —

® MNew Subscription
L . Use one of your 10 out-of-
Subscription Options the-box free licenses to get

Up to 250 computers started

If you wish to purchase additional licenses or upgrade to a higher license
(500 and above), you will be billed extra. Contact your Sales
Representative for more details.
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8. The Site Home page will appear. Click the Compliance Manager tab.

Dashboard

Compliance Manager

No Running Scans - See View All
Advanced Options

Add-ons
& ComplianceManager
Setup Report Preferences

AuditLog

Create additional users and assign to roles

Home
B Current Assessment Progress; M) 2 ApplianceStatus °
T o .
Data Collectors P Name 'NDA1-9925DU
| cMmc Level 3 ] Started 1/7/2021 & Restart Assessment Host Type
Users ’
Roles
'ssment Scan Status iew Al
Admin Alerts

B Issues Discovered - Current Assessment

o No Issues found.

The Site To Do page will appear.

= To Do
Home ToDo 2
Compliance Manager
Assessments. Action Date 3 Messag
Risk Updates =3 12/12/17,9:15 PM
e  Task ] 12/12/17, 9115 PM
Audit Log

AllItems -

Setup general customization settings.

Create additional users and assign to roles

Hide Related

Two new To Do items will also appear in the Site's To Do list.

= ToDo
Home ToDo 2
Compliance Manager
Assessments etion pate = Hessane
Risk Updates [ Task ] 12/12/17, 9:15 PM
Settings [ Task ] 12/12/17, 9:15 PM
Audit Log

All Ttems -

Setup general customization settings.

Create additional users and assign to roles

Hide Related
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The new site will be added to the Sites home page in the RapidFire Tools Portal.

Sites 120 All Site Types
Q Allergy and Asthma Specialists n Q@ -GDPRCustomer
© @

Assessment Progress Bar

From the Site Dashboard, you can view a progress bar for your assessment. This
progress bar is advanced when you complete assessment tasks.

Dashboard
Compliance Manager
[ ] = Appliance Status

Progress:

Current Assessmen t
18127 Name NDA1-657]
[ Hpaa | Started 2/24/2021 & RestartAssessment Host Type Server

Assessment Scan Status

ToDo's 15 Issues Discovered - Current A:

If you hover over the progress, you can see the number of To Do items remaining in
the assessment. This number is based on the total steps in the assessment, rather
than the current To Do list. Once all To Do items are completed, the Progress Bar
will be removed from the Current Assessment panel in the Compliance Manager

Dashboard.

View Site Details
From the Sites page, you can quickly view the details for any Site. To do this:

1. To see which assessment is active at the Site, hover over the Compliance
Manager icon:

© 2023 RapidFire Tools, Inc. All rights reserved.
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Dr JW Dental Practice B

@

Ap Compliance Manager - HIPAA

Appliance Name: NDA1-87
Appliance status: Online

Host Type: Virtual

Last Check-in: 2020-01-08T20:20:42
Update Status: up-to-date

Running Tasks: No queued tasks.

2. Likewise, you can click the "i" icon to review the status of the Site's appliance:

Dr JW Dental Practice B

i

Appliance

Appliance Name: NDA1-87|
Appliance status: Online

Host Type: Virtual

Last Check-in: 2020-01-08T20:20:42
Update Status: up-to-date

Running Tasks: No queued tasks.

Task 1: Create additional users and assign to roles

Your CMMC Assessment has several roles: these include Site Administrator,

Technician, Internal Auditor, and (optional) Subject Matter Expert (SME). Each role
performs different tasks within the assessment.
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Before you begin the assessment, you will need to assign users to each role
except the optional SME role. This allows users to be assigned assessment tasks
within their To Do list and email notifications.

This task is performed by the Site Administrator. To assign users to project roles:

1. From the Home page for your Site, click Users.

Home

Dashboard

Data Collectors

Roles
Admin Alerts

Advanced Options

2. Click Add User.

= Users

Users © ——

Home

Dashboard o Removing a user from the table below only removes that user's access from this
site. To delete a user, have the global administrator remove the user from Global
Data Collectors Settings.

m Username First Name Last Name Roles

Roles There are no entries yet.

Admin Alerts

Advanced Options

i. Add Existing Users(s) by searching for their user name within the drop-down
menu.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Add User

Cancel

ii. Alternatively, you can create a New User account to provide individuals
access to the Portal and assessment process. You will need to enter an email
address, first and last name, and password for each user. The email address
you enter is where the user will receive To Do Notifications from Compliance
Manager.

Important: Send new users their login credentials after you add them to
the site.

iii. Click Add to add the user to the site.

Next you will associate these new users with your CMMC Assessment Site. To do
this:

3. From the Home tab side menu, click Roles.

Home

Dashboard

Data Collectors

Users

Admin Alerts

Advanced Options
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Compliance Manager

4. Nextto eachrole, click Add User to assign users to the Technician, Internal
Auditor, and (optional) Subject Matter Expert (SME) roles. The users assigned to
these roles will receive assessment task notifications for that role.

Micro Consulting MSP
Roles
+ Add User Tec + Add User
com @ icr com @
«© [ o)
mc-admin@microconsulting.com o
[ o)
fkafka@microconsulting.com @%) @
Expert + Add User rt + Add User
No Users No Users

" Cliek AdY User fo Assfign Relles

@micro.com o}

ternal Auditor

obutler@microconsulting.com o

@kaseya.com a

No Users

5. Select each user you wish to assign to the role. Then click Add.

associate them with your Site.

Note: Before you can assign a user a Role, you must first create that user and/or

Add User(s) as Technician'
Select users to add

fkafka@microconsulting.com
chuckp@microconsulting.com
[ obutler@microconsulting.com

O (@kaseya.com

Cancel

Important: Do not assign the SME role to users with other role assignments.
Doing so will limit their access to the portal.

RapidFireTools
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6. When you have finished adding users to your site and assigning roles, click Mark
Complete on the task To Do page.

+" Mark Complete

Important: Be sure to send the users their login credentials in order to access the
RapidFire Tools Portal and begin working on assessment tasks.
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Task 2: Set up Report Preferences

Before you perform your first assessment using Compliance Manager for CMMC, you
should configure the report generation tool to use your company’s logos, color themes,
and other details. This ensures your CMMC Assessment reports conform to your
company’s corporate branding and image standards.

1. From your Site Home Page, go to Compliance Manager > Settings.

Compliance Manager
To Do

Assessments

Forms
Files
Reports

Risk Updates

Settings

Next, click Report Preferences to access the customization settings. This includes
company information, images, and design elements for this site's reports.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Compliance Manager
ToDo
Assessments
Risk Updates
Settings
Scan Settings
Scan Schedules
Report Preferences

Manage Invites

2. Customize your reports. This includes company information, images, and design
elements for this site's reports.

Compliance Manager GRC / Settings / Report Preferences

Report Preferences

Text My Logo Theme Cover Image
Text
Report Prepared For: Advent Technologies
Report Prepared By: Micro Consulting
Footer: PROPRIETARY & CONFIDENTIAL

CONFIDENTIALITY NOTE: The information contained in this report

of the client specified above and may contain confidential, privilege
information. If the recipient of this report is not the client or address|
prohibited from reading, photocopying, distributing or otherwise usi

Cover Page Disclaimer: any way.

You can also Select Target Language for Assessment Reports. LANGUAGES OTHER
THAN ENGLISH ARE ONLY AVAILABLE FOR COMPLIANCE MANAGER FOR EU GDPR.

3. Once you finish configuring Report Preferences, return to the item in the To Do list
and click Mark Complete. Do this each time you complete a task in the To Do list.
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+" Mark Complete

Note: For more details and instructions on how you can customize your reports, see
"Configuring Report Preferences" on page 238.
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Task 3: Install Server

Install the Compliance Manager Server on the target network. This task is performed by
the Technician. The Server collects data and performs automated scans within the
assessment environment.

To Do
To Do 3 All Ttems -
7/28(21, 3:04 PM Install the Compliance Manager Server Software

Click Download Server Installer to visit https://www.rapidfiretools.com/cm. Refer to the
separate Compliance Manager Server Installation Guide for more detailed
instructions.

Details

m This is a task that requires an action to be taken. See below for details.

o Install the Compliance Manager Server Software

ect assessment data from the target network, you must install the Compliance Manager Server on a computer

rformed by the user assigned to the Technician role for this site.

Click on the button below to go to the Compliance Manager Downloads page. Be sure to also refer to the Compliance Manager
Server installation guide.

twork, this To Do item should be marked complete
Manager Server installation.

Onee you successfully install the Compliance Manager S
automatically. This may take up to 15 minutes after

Download Server Installer

Important: You can only install one RapidFire Tools server/appliance on a PC or
endpoint at a time. If you need to install multiple server(s)/appliance(s), install each
one on a separate endpoint on the network.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools

46


https://www.rapidfiretools.com/cm

Compliance Manager for CMMC — User Guide Compliance Manager

Note: Once you install the Server, this To Do item will automatically be marked
complete. This may take several minutes.
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Task 4: Configure Server Scan Settings

Before you configure scan settings, first determine if the target network is an Active
Directory Domain OR a Workgroup. Then refer to the instructions below.

To Do

To Do 4 All Ttems

Ll

7/28(21,3:36 PM Configure Compliance Manager Scan settings

* Look here to "Configure Scan Settings for Active Directory Domain" below

» Look here to "Configure Scan Settings for Workgroup" on page 55

Configure Scan Settings for Active Directory Domain

Set the Scan Settings from the [Your Site] > Compliance Manager > Settings > Scan
Settings page. Complete all required prompts. This task is performed by the Technician.

Compliance Manager

ToDo

Assessments

Settings

Follow the steps below to configure the Scan Settings for the Compliance Manager
Server:

© 2023 RapidFire Tools, Inc. All rights reserved.
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1. Select the Scan Type: Active Directory Domain. Click Next Page.

Scan Type
What best describes this type of network? If the network is a hybrid environment of Active Directory
and standalone computers or workgroups, choose Active Directory domain.
® Active Directory domain

Workgroup

2. The Merge Options page will appear. Configure how you wish to treat computers
that are not associated with Active Directory. You can choose to:

Merge Option

How do you want to treat computers that are not associated with active directory?

®) Treat them as part of the primary domain

Treat them as part of the specified workgroup

Previous Page

a. Treatthem as part of the primary domain

b. Treatthem as part of a specific workgroup by entering a workgroup name

Use this feature to tell Compliance Manager how to handle computers that
are not connected to the domain. This will help those computers appear where
you want them when you generate reports at the end of the assessment.

Select a merge option and click Next Page.

3. Enter a username and password with administrative rights to connect to the local
Domain Controller and Active Directory.

Note: Be sure to enter the Fully Qualified Domain Name (FQDN) name before
the username. Example: corp.myco.com\username.

© 2023 RapidFire Tools, Inc. All rights reserved.
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4. Also enter the name or IP address of the Domain Controller. Click Next Page to test

a connection to the local Domain Controller and Active Directory to verify your
credentials.

Scan Credentials

Please enter a username and password with administrative rights to connect to the local Domain
Controller and Active Directory

Please enter the Fully Qualified Domain Name (i.e., corp.myco.com instead of the
shortened name - MYCO)

Username (domain\user): test. it.com\ admin
Password: sssssssesse
Domain Controller: dc

Previous Page

5. The Local Domains window will appear. If you wish to scan only specific domains
or OUs, select those here. Click Next Page.

Local Domains

Below is a list of the detected domains in the current forest of Active Directory

®) Gather Information for ALL the domains detected.

Gather Information for only the Domains and OUs selected below.

Previous Page
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6. The Additional Credentials screen will appear. Enter any additional credentials to
be used during the scan. Click Next.

Additional Credentials

MNetwork scan credentials are requried to perform remote Windows data collection via WMI and
Remote Registry. Use this screen to optionally add additional credentails to be used during the scan.
Calls using the default credentials will always be attempted first.

Metwork Scan Credentials
Username:
Password:

test.performanceit.com\jwadmin (AD user to be used first)

6 Previous Page —) Next Page

7. The IP Ranges screen will then appear. The Compliance Manager server will
automatically suggest an IP Range for the scan. If you do not wish to scan the
default IP Range, select it and click Clear All Entries. Use this screen to enter
additional IP Addresses or IP Ranges and click Add.

YOU MUST ENTER AN IP RANGE TO PERFORM THE SCAN.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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IP Ranges

Auto-Detected IP Ranges on Remote Appliance

10.

IP Ranges to Scan

Example IP Range Format: 192.168.0.0-192.168.0.255

10.

Reset to Auto-Detected

Remove Selected Entry
Clear All Entries

(— Previous Page —) Next Page

From this screen you can also:

» Click Reset to Auto-detected to reset to the automatically suggested IP
Range.

» Exclude IPs or IP ranges from the scan.
Note: Key network component IP addresses should be excluded in order
to prevent scans being performed from impacting the performance of a
device when itis being scanned. For example, a company might want to
exclude the IP Address range for their voice over IP telephone system if
they are performing a scan during business hours.

\.

Click Next Page once you have configured the IP ranges for the scan.

8. The SNMP Information window will appear. Enter any additional SNMP community
strings used on the network. Click Next Page.
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SNMP Information

SNMP community strings are used to try to determine information about devices detected during the

IP Range scan. Enter any additional community strings used on this network.

public

Reset to Default Clear All Entries

Advanced SNMP Options

SNMP Timeout (seconds): 3 m

Attempt SNMP against non-pingable devices (slower but more accurate)

(— Previous Page —) Next Page

9. Enterthe IP addresses for the external vulnerability scan. Click Next Page.

r

Important: You must ensure that no other Network Detective or Compliance
Manager products are being used to perform an External Vulnerability Scan on
the same external IP Address range at the same time. Allow at least several
hours between repeat external vulnerability scans. Scheduling external scans at
the same time will result in reports with missing or incomplete data.

Note: IP ranges for the external vulnerability scan are not supported at this time.
Please enter individual IPs for the external scan.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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External Vulnerability Scan

You may add up to 64 addresses.

96.71.91.233 Remove Selected

(— Previous Page —) Next Page

10. Your scan settings will then be complete. Return to the To Do list and continue
assessment tasks.

Scan Settings Complete

Scan settings setup complete. Automated scans can now be scheduled and run.

Previous Page

Note: Stepping through the prompts creates the Scan Settings. Once the settings are
saved, the Start CMMC Assessment To Do item is what is used to trigger the scans.

When you have finished entering the scan settings, return to the To Do item and click
Mark Complete.
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Configure Scan Settings for Workgroup
Set the Scan Settings from the [Your Site] > Compliance Manager > Settings > Scan
Settings page. Complete all required prompts. This task is performed by the Technician.

Compliance Manager
ToDo
Assessments

Settings

Follow the steps below to configure the Scan Settings for the Compliance Manager

Server:
1. From the Scan Settings screen, select the Scan Type: Workgroup. Click Next
Page.
Scan Type

What best describes this type of network? If the network is a hybrid environment of Active Directory
and standalone computers or workgroups, choose Active Directory domain.

Active Directory domain

8 Workgroup

2. The Merge Options page will appear. Configure how you wish to treat computers
that are not associated with Active Directory. You can choose to:
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Merge Option

How do you want to treat computers that are not associated with active directory?

®) Treat them as part of the primary domain

Treat them as part of the specified workgroup

Previous Page

a. Treat them as part of the primary domain
b. Treat them as part of a specific workgroup by entering a workgroup name
Select a merge option and click Next Page.

3. Enter scan credentials with administrative rights to connect to the local computers in
the workgroup.

Scan Credentials

Please enter a username and password with administrative rights to connect to the local computers.
Additional users and passwords can be added in the Additional Credentials screen.

Username : \gauser

Password: CEY TR )

Previous Page

Note: For Workgroups, you have two options for how to enter the username.
First, you can enter the characters ".\" (without quotation marks) immediately
before the username, as in the image below.
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Username: Agauser

Password: T

Second, you can optionally use the following format:
"computername\localuseraccountname." For example, "WGWINX\user."

Username : OWERTY\gauser

Password: ERERRRRRRRN

If you have trouble connecting when using one username format, use the other
format presented here.

Click Next Page to test the connection and verify your credentials.

4. The Additional Credentials screen will appear. Enter any additional credentials to
be used during the scan. Click Next.

Important: If each workgroup PC has its own unique Admin username and
password credentials, you will need to enter each set of credentials here in order
to scan these PCs.
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Additional Credentials

MNetwork scan credentials are requried to perform remote Windows data collection via WMI and
Remote Registry. Use this screen to optionally add additional credentails to be used during the scan.
Calls using the default credentials will always be attempted first.

Metwork Scan Credentials
Username:

Password:

test.performanceit.com'\jwadmin (AD user to be used first)

6 Previous Page —) Next Page

5. The IP Ranges screen will then appear. The Compliance Manager server will
automatically suggest an IP Range for the scan. If you do not wish to scan the
default IP Range, select it and click Clear All Entries. Use this screen to enter
additional IP Addresses or IP Ranges and click Add.

YOU MUST ENTER AN IP RANGE TO PERFORM THE SCAN.
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IP Ranges

Auto-Detected IP Ranges on Remote Appliance

10.

IP Ranges to Scan

Example IP Range Format: 192.168.0.0-192.168.0.255

10.

Reset to Auto-Detected

Remove Selected Entry
Clear All Entries

(— Previous Page —) Next Page

From this screen you can also:

» Click Reset to Auto-detected to reset to the automatically suggested IP
Range.

» Exclude IPs or IP ranges from the scan.
Note: Key network component IP addresses should be excluded in order
to prevent scans being performed from impacting the performance of a
device when itis being scanned. For example, a company might want to
exclude the IP Address range for their voice over IP telephone system if
they are performing a scan during business hours.

\.

Click Next Page once you have configured the IP ranges for the scan.

6. The SNMP Information window will appear. Enter any additional SNMP community
strings used on the network. Click Next Page.
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SNMP Information

SNMP community strings are used to try to determine information about devices detected during the

IP Range scan. Enter any additional community strings used on this network.

public

Reset to Default Clear All Entries

Advanced SNMP Options

SNMP Timeout (seconds): 3 m

Attempt SNMP against non-pingable devices (slower but more accurate)

(— Previous Page —) Next Page

7. Enter the IP addresses for the external vulnerability scan. Click Next Page.

r

Important: You must ensure that no other Network Detective or Compliance
Manager products are being used to perform an External Vulnerability Scan on
the same external IP Address range at the same time. Allow at least several
hours between repeat external vulnerability scans. Scheduling external scans at
the same time will result in reports with missing or incomplete data.

Note: IP ranges for the external vulnerability scan are not supported at this time.
Please enter individual IPs for the external scan.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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External Vulnerability Scan

You may add up to 64 addresses.

96.71.91.233 Remove Selected

(— Previous Page —) Next Page

8. Your scan settings will then be complete. Return to the To Do list and continue
assessment tasks.

Scan Settings Complete

Scan settings setup complete. Automated scans can now be scheduled and run.

Previous Page

Note: Stepping through the prompts creates the Scan Settings. Once the settings are
saved, the Start CMMC Assessment To Do item is what is used to trigger the scans.

When you have finished entering the scan settings, return to the To Do item and click
Mark Complete.

When you complete these steps, you are ready to begin "Task 5: Start
CMMC Assessment" on page 63.
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Performing a CMMC Assessment
To perform a CMMC Assessment, complete the steps detailed in this guide.

Collect Initial CMMC Assessment Data

After the project has been set up, the Internal Auditor begins the CMMC Assessment.
This is the on-site user who can answer compliance questions based on the data
collected. The user in the Internal Auditor project role begins the assessment by
completing several worksheets. At the same time, the Compliance Manager server
performs automated scans on the target network.

Before you can start your CMMC assessment, you first need to follow the steps in "Setting
Up and Starting your CMMC Assessment Project" on page 25.

Note: Note that the tasks listed here may appear in a different order depending on
which tasks you choose to complete first, or when automated scans are completed. It
is OK to complete tasks in a different order than what you see here. Compliance
Manager will make sure your CMMC Assessment stays on track!

© 2023 RapidFire Tools, Inc. All rights reserved.
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Task 5: Start CMMC Assessment

To begin performing the CMMC Assessment, click on the Start CMMC Assessment task
from the To Do list:

To Do

To Do 5

Action Date 5 Message

“and

9/8/20, 4:01 PM Start CMMC Assessment

When you are ready to perform your first initial CMMC Assessment, click Start
Assessment.

Details

This is a task that requires an action to be taken. See below for
details.

o Start CMMC Assessment

When you are ready to perform your CMMC assessment, press the Start
Assessment button. This will initiate both an internal pre-scan analysis and
external vulnerability scan on the target network. It will also create a series of
worksheets, which you can complete now or later. Once the automated scans are
completed, additional worksheets may be created.

Elrml ¢—
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Note: Completing this task will create several new assessment tasks in the To Do list.
The task Type of CMMC Assessment will be added, where you can choose whether
to add additional worksheets for an expanded CMMC assessment. Two scans that will
begin automatically: the Pre-Scan and the External Vulnerability Scan. The scans
will be marked complete automatically when they finish.

Task 5.1: Running Pre-scan Analysis

In this task, the Compliance Manager server will begin an automated pre-scan analysis of
the target network.

(53]

14519 1100 AM Running Pre-scan Analysis

This will verify the credentials and attempt to detect issues to ensure you have the most
accurate automated scans.

m This is a task that requires no action to be taken, and will automatically complete
on its own.

Running Pre-scan Analysis
V Al anal of your n

When the automated scan is completed, and any issues are identified, you may follow the
recommended corrective actions and re-run this analysis.

Before proceeding with an assessment of your network, it is vital to ensure the scan is as
accurate as possible. In some cases, 100% coverage is never possible due to network
restrictions. You will be given the option during the assessment process to manually run
local computer scans in those cases and upload them directly to this assessment.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Compliance Manager

Task 5.2: Review Pre-scan Analysis Results and Recommendations

Use the Pre-Scan Analysis Results and Recommendations to address any identified
network configuration issues before continuing the assessment.

571419 11:08 AM Review Pre-scan Analysis Results and Recommendations

The results from the pre-scan analysis will appear on the task details page.

7

Important: For best results, the target network must be configured to allow for
successful scans on all network endpoints. See "Pre-Scan Network Configuration
Checklist" on page 20 for configuration guidance for both Windows Active Directory

and Workgroup environments.

\

Note: A 100% successful scan may not be possible in some cases due to network
restrictions. Before opening ports or allowing protocols, please consult with your
network and system administrator.

Below the Results Summary, refer to the Recommendations for specific suggestions for
mitigating the issues that were identified.

Results Summary

# Domains Found: 0

# Computers in Active Directory: 0

# Computers that can be scanned remotely (including non-A/D computers): 0

Reference overview
# Computers in Active Directory that cannot be scanned remotely: O

# Users in Active Directory: 0 Of Critlcal ISSUGS and
/ recommendations
Owerall: 2 Critical issues, 0 recommendations

Active Directory: 1 Critical issue, 0 recommendations
Internet: 0 Critical issues, 0 recommendations

Network Computers: 1 Critical issue, 0 recommendations

Push Deploy: 0 Critical issues, 0 recommendations I m p I eme nt I iSted

recommendations to

Recommendations

[CRITICAL] A connection to Active Directory could not be established. Network scans of the Active Directory ensure su ccessfu I
environment will be severely limited if the connection issue is not resolved prior to a complete scan.
The following error was returned: The server is not operational. scans

Error details: User = administrator, DC = dc '

[CRITICAL] No computers were accessible via WMI or Remote Registry within the environment. This most likely
points to a configuration issue or blocking by a local or remote firewall. For best results, please ensure that either
WMI or Remote Registry is accessible remotely. Alternatively, the local data collector can be used to collect data
on computers that are not remotely accessible.
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If the Analysis reveals CRITICAL issues:

a) Review recommendations and address any identified network restriction issues,
and

b) Resolve identified issues before proceeding with marking the Review Pre-scan
Analysis Results and Recommendations task complete.

You can also click Adjust Scan Settings and check your scan settings.

Network Computers: 0 Critical issues, 0 recommendations

.
U
=
U

Push Deploy: 0 Critical issues, 0 recommendations

Recommendations

Click Mark Complete to initiate the Internal Network Scan.

Rerun Pre-scan Analysis Adjust Scan Settings
v Mark Complete

Specifically:

* Also be sure that the Compliance Manager server successfully connected to the
Domain Controller.

« If you still have issues, work with your Technician to be sure the target network
meets the "Pre-Scan Network Configuration Checklist" on page 20.

Once you finish making any changes, click Rerun Pre-scan Analysis to check for any
remaining issues.
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Network Computers: 0 Critical issues, 0 recommendations

Push Deploy: 0 Critical issues, 0 recommendations

Recommendations

Click Mark Complete to initiate the Internal Network Scan.

Rerun Pre-scan Analysis Adjust Scan Settings
v Mark Complete

When you have reviewed the pre-scan analysis and are finished making any
recommended changes to the target network, click Mark Complete. The Internal Scan
will then begin automatically (or at the time specified in Scan Schedules; see "Scan

Schedules" on page 210).

See also: "Pre-Scan Network Configuration Checklist" on page 20.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.

67



Compliance Manager Compliance Manager for CMMC — User Guide

Task 6: Running Automated Scan of Internal Network

The Compliance Manager server performs the Internal Network Scan on the target
network. The Internal Scan begins automatically once you complete the pre-scan
analysis and review the results.

o'l

5/13/19, 1:00 PM Running Automated Scan of the Internal Network

Once the scan is complete, this To Do item will automatically be marked as complete.

Running Automated Scan of the Internal Network

A scan of your network has been started as part of the assessment
process. Once the scan is complete, this To Do item will
automatically be marked as complete.

Important: Atleast 1 computer must be successfully scanned in order for this To Do
item to be automatically marked complete.

Error while running Internal Network Scan

If there is an error while running the Internal Network Scan, you will receive a separate To
Do task. Click Go to Scan Settings to change your scan configuration. Return to the To
Do task and click Initiate Rescan once you fix any issues and wish to restart the scan.

The most common problems are communication and permission issues. Ensure all scan
settings are correct and all systems required to be up during the Network Scan are
available including the server and domain controllers. Please correct the errors and re-
initiate a rescan of the network.

Possible errors that might appear include:

» Unable to communicate with Domain Controller (in an A/D network)

« Invalid Active Directory username and password (in an A/D network)

© 2023 RapidFire Tools, Inc. All rights reserved.
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e No users found

» No computers found

Task 7: Running Local Scan of Remote Computers

Once the Internal Network Scan is successfully completed, a scan of remote computers
on the target network will automatically begin.

oLl

5/13/19,1:26 PM Running Local Scan of Remote Computers

This scan gathers more detailed data from individual endpoints on the target network.

Running Local Scan of Remote Computers

A scan of remote computers has been started as part of the
assessment process. Once the scan is complete, this To Do item will
automatically marked as complete.

<

Important: Atleast 1 computer must be successfully scanned in order for this To Do
item to be automatically marked complete.

Note: If the network is an Active Directory domain and consists of many computers, it
is highly encouraged to correct issues that may prevent scanning of computers
remotely. Ensure all scan settings are correct, including additional credentials, and re-
initiate the scan below. This will only re-initiate the Local Scan of Remote Computers.

» You will receive a separate To Do item if there is an error during the local scan of
Remote Computers.

» You can then click Go to Scan Settings to change your scan configuration.

* You can also click Initiate Rescan once you fix any issues and wish to restart the
scan.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Task 8: Run Local Data Collector

In this task, you can perform manual scans on computers that could not be scanned

automatically. You will also receive a list of known computers on the target network that
could not be scanned. From this to do item, you can:

A. Upload scans for computers that are connected to the network but cannot be
scanned

B. Upload scans for computers that are not available on the network being scanned,
but that should be accounted for in the assessment process

You will also be notified if all computers are scanned successfully. You can then
just click Mark Complete and move on with your assessment.

Details
This is a task that requires an action to be taken. See below for details.

o Run Local Data Collector (Optional)

Adetailed scan of the following computers could not be performed. The three primary reasons a detailed scan
fac d be formed include: 1) the computer is offline or no | er part of the network, 2)
s for remote scanning including WMI and ADMI
ewall, or 3) invalid credentials or insufficient permissiol

ess are not enabled or being

f you believe the cause of the
failure is a result of a protocol or permission problem, you should run the Local Computer Data collector directly
on the computer. We recommend using administrative rights and Run As Administrator for best results.

List of Computers:

WINS-3(
WINS-2(
DESKTOP-
DESKTOP-
DESKTOP-
WIN10-4(

Primary reasons a detailed scan of a computer could not be performed include:

» The computer is offline or no longer part of the network,

« Certain required protocols for remote scanning including WMI and ADMIN$ access
are not enabled or are being blocked by a local firewall, or

« Invalid credentials or insufficient permissions.
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70



Compliance Manager for CMMC — User Guide Compliance Manager

To perform the scan manually, first download the Local Computer Data Collector from
https://www.rapidfiretools.com/cm. To do this:

1. Click Download Local Data Collector.

Important: Be sure to select the data collector for the module you are using
(GDPR, Cyber Insurance, HIPAA, etc.).

Download Local Data Collector

2. Run the Local Data Collector on the target machine(s) selecting Quick Scan.

See for specific instructions.

Note: If you need to scan Linux or Mac workstations, use the Mac and Linux
data collectors on those machines during this step. Upload the Local Scan files
on this page as instructed below. See "Performing Scans on Mac and Linux
Computers" on page 225 for more details.

3. Click Upload Local Scan to upload each scan file into the assessment. You can
upload the .zip files containing the scans, too.

4. When you have finished uploading all local scans, click Mark Complete on the task
To Do page.

Note: If you upload local scans, the Mark Complete button will be disabled until
all local scans that you uploaded have been merged into the assessment
project. You can then click Mark Complete once the merge is completed.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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List of Computers:

WINS-3(

WINS-2(
DESKTOP-N&23DVI
DESKTOP-P1C4FIP(
DESKTOP-1911JQL(
WIN10-4( ’

Download Local Data Collector

Uploaded files are currently being merged. This Todo item will be able to be marked complete when the merge
process is complete.

Upload Local Scan Import from RMM Connector Scans

Import RMM Connector Scans

You also have the option to import RMM Connector scans from Kaseya VSA.

List of Computers:

WINS-3(

WINS-2(

DESKTOP-N883DV
DESKTOP-P1CAFIF
DESKTOP-1971IQLemmme —_—
WIN10-4(

Download Local Data Collector

Uploaded files are currently being merged. This Todo item will be able to be fed complete when the merge
process is complete.

Upload Local Scan Import from RMM Connector Scans

See "Import RMM Connector Scans" on page 233 for a complete walkthrough.

[ Note: You must Mark Complete this To Do task before you can proceed. ]
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Task 9: Perform Automated External Vulnerability Scan

The assessment includes an external vulnerability scan of your publicly facing IP
addresses.

5/14/19, 11:00 AM Running Automated External Vulnerability Scan

Once the scan is complete, this To Do item will automatically be marked as complete.

The RapidFire Tools Cloud performs the External Vulnerability Scan. It begins
automatically once you complete the initial To Do items.

@ This is a task that requires an action to be taken. See below for details.

Running Automated External Vulnerability Scan

An external vulnerability scan of your publicly facing IP addresses has been started as part of
the assessment process. Once the scan is complete, this To Do item will automatically be
marked as complete.

Note: New worksheets will appear once the External Vulnerability scan completes.

Error while Running External Vulnerability Scan

Errors were encountered while running the External Vulnerability Scan. The most
common problems are failure to initiate the scan or prolonged scan times causing a
timeout. Timeouts most often happen when IPS (an Intrusion Prevention System) is
turned on. You may need to add the external scan range as an IPS exclusion. Verify the

IP range and click Initiate Rescan.

Collect Secondary CMMC Assessment Data

When the automated Internal Network and External Vulnerability Scans complete, new
tasks appear in the To Do list.

Task 10: Complete External Port Use Worksheet

© 2023 RapidFire Tools, Inc. All rights reserved.
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Note: The External Port Use Worksheet will become available 1) once the External

Vulnerability Scan is complete, and 2) one or more external ports are found to
be open.

An attacker can exploit unnecessary open ports to gain access to the network. This
worksheet details ports that were found to be open during the external vulnerability scan.
Use this worksheet to document the business justification for each open port. Also
indicate whether the port uses a secure protocol.

TnForm

External Port Use Worksheet

When you are finished entering your responses, click Save. You can also click Save and

Return to return to the To Do task details page. If you do not wish to save changes, click
Return.

Select Assessment

Worksheet English (US) - Current Assessme -

ASSSssmMENT

ﬁ

Click Mark Complete on the task To Do page when you are ready to finalize the
worksheet and continue the assessment.

No External Port Found During External Vulnerability Scan

If no external listening ports were discovered during the external vulnerability scan, you
will receive a separate To Do notification and will be prompted to continue.

Task 11: Complete Anti-virus Verification Worksheet

© 2023 RapidFire Tools, Inc. All rights reserved.
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For helpful, time-saving tips for completing worksheets and surveys, see
"Completing Assessment Worksheets and Surveys" on page 165.

Compliance Manager will automatically detect any anti-virus software installed on PCs on
the target network. Use the Anti-virus Verification Worksheet to quickly determine if
each endpoint on the network has anti-virus software installed.

To use the worksheet:

1. Fromthe To Dollist, click the Go To Form button to open the worksheet.

Antivirus Verification Worksheet

2. The results of the scan for anti-virus software will appear in the worksheet for all
PCs detected. Review the results:

» PCs detected with anti-virus will automatically be marked Verified Present.

» PCs detected without anti-virus will automatically be marked Not Detected.

7

Note: You can also manually change each response if needed. For
example, you can mark a PC as Verified Present if you know the PC has
anti-virus, but Compliance Manager did not detect it. Alternatively, you can
mark the entry Verified Not Present if you know the PC does not have
anti-virus installed.

3. When are finished, Save, return to the To Do item and click Mark Complete.
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Attach Supporting Documents

As evidence of compliance, you can add supporting documents that will be included as
attachments when you generate assessment and compliance reports with Compliance
Manager. To attach a supporting document:

1. Click on the folder icon underneath the appropriate questionnaire field.

1.1 DPD Mame Show Help
Enter the name of the designated Data Protection Officer.

Previous Assessment Response: sdasd

L=

2. Choose whether to Add Attachment from Previously Uploaded or from your Local
Computer.

3. Select the file you wish to upload and click Open. The selected file(s) will appear in
the attachments queue.

€ Open Fe
<« « « Wl > ThisPC » Desktop » v @ Search Desktop pel
Organize * Mew folder H=Z - ] 0
) Name Date mccl\i}iecl C
#F Quick access .
B Desktop -||J special-persona-data-policy
‘ Downloads ﬂ;f
=
_ v o€
File name: | special-persona-data-policy V| All Files ~
© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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4. The file will be added to the assessment document as an attachment.

Enter the name of the designated Data Protection Officer.

Previous Assessment Response: sdasd

Attachments:

[ X ] additional-assessment-evidence-example.txt

Add Attachment From Previously Uploaded & From Local Computer

Note: The attachment will appear in your supporting documents and reports that are
generated at the end of the assessment process.

Select Multiple Fields

In worksheets that have tables with multiple fields, you can select several or all fields at
once in order to enter responses more quickly. To select multiple fields:

1. Click the left mouse button and hold on the first field you would like to include in the
selection.

11SSUE CHECKLIST
1.1 Issue Checklist
As you walk through the site environment, check to see if any of the following security issues are present. Check the box next to any issues that

security controls necessary to achieve the ISO 27001 standard.

Previous Assessment Response: Multiple Responses

Removable media not secure. Left on desks in unsecured office or cubicles or in public areas. (8.31)

Hard drives or defunct systems with media left in unsecured offices or cubicles or in public areas. (8.3.2)

Servers or devices containing sensitive information reside in an insecure area (11.1.1a)

Perimeter of building or site is not physically sound allowing easy break-in (11.1.1b)

Lack of physical access control either manned or unmanned (11.1.1c)

Fire doors on security perimeter found that are not alarmed or monitored (11.1.1¢)

Lack of physical intrusion detection system (11.1.1f)

Processing facilities maintained by external parties co-located with the organisation's information processing fecilities (11.1.1g)

Visitors allowed entry to secured areas without recording date and time (11.1.28)

Visitors allowed to move unsupervised through secured areas (11.1.2a)

2. While holding the left mouse button, drag and select your desired fields.
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11SSUE CHECKLIST
1.1 Issue Checklist
As you walk through the site environment, check to see if any of the following

security controls necessary to achieve the ISO 27001 standard

Previous Assessment Response: Multiple Responses

security issues are present. Check the box next to any issues that y«

Removable media not secure. Left on desks in unsecured office or cubicles or in public areas. (8.3.1)

Hard drives or defunct systems with media left in unsecured offices or cubicles or in public areas. (8.3.2)
Servers or devices containing sensitive information reside in an insecure area (11.1.1a)

Perimeter of building or site is not physically sound allowing easy break-in (11.1.1b)

Lack of physical access control either manned or unmanned (11.1.1¢c)

Fire doors on security perimeter found that are not alarmed or monitored (11.1.1¢€)

Lack of physical intrusion detection system (11.1.1f)

Processing facilities maintained by external parties co-located with the erganisation’s information processing facilities (11.1.1g)
Visitors allowed entry to secured areas without recording date and time (11.1.2a)

Visitors allowed to move unsupervised through secured areas (11.1.2a)

Lack of authentication mechanism to secure areas (11.1.2b)

Lack of physical or electronic audit trail for all access to secure areas (11.1.2c)

Employees, contractors, or external parties in secure area without visible identification (11.1.2d)

3. You can use this feature to copy and paste multiple responses at once. See "Copy

and Paste Responses" below.

Copy and Paste Responses
Some worksheets allow you to copy and

paste the responses you entered, much like a

spreadsheet. This saves you time by allowing you to enter many responses at once. To

do this:

1. Firstanswer one or more questions that require a response. Enter your response

within the field.

7

Note: You can copy and paste both free-form and multiple choice entries. ]

{such as privileges) with the covered entity. For active employees and vendors, indicate if the useris

ePHI Access

4/3/2018 4:16:37 AM
9/12/2018 6:25:29 AM
10/8/2018 9:14:33 AM
1/16/2019 12:43:04 PM Vendor -
10/8/2018 9:29:47 AM Vender -
12/3/2018 9:20:19 AM
4/9/2018 4:17-06 AM

Employes

Employee

Employee - ePHI authorization

Employee - no ePHI authorization

ePHI authorization

no ePHI authorization

- ePHI authorization

- ePHI authorization

2. Use your mouse to drag and select
wish to copy.
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Compliance Manager

ePHI Access

Employee - ePHI authorization
Employee - ePHI authorization
Employee - ePHI authorization
Employee - ePHI authorization
Vendor - ePHI authorization
Vendor - ePHI autharization
Vendor - ePHI authorization
Vendor - ePHI authorization
Vendor - ePHI authorization
Vendor - ePHI authorization

Vendor - ePHI authorization

3. Onyour keyboard, press CTRL+C.

Use your mouse to drag and select the rows you wish to paste the responses into.

5. Onyour keyboard, click CTRL+V. Your pasted responses will appear in the

worksheet.

RapidFireTools
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by. For active employees and vendors, indicate if the user is

ePHI Access

Employee - ePHI authorization
Employee - ePHI authorization
Employee - ePHI authorization
Employee - ePHI authorization
Employee - ePHI authorization
Employee - ePHI authorization
Employee - ePHI authorization
Employee - ePHI authorization
Vendor - ePHI authorization

Vendor - ePHI authorization

Viendor - ePHI authorization

Use this feature to save time completing worksheet responses that can be
answered with the same answer.

Task 12: Complete User Access Review Worksheet

For helpful, time-saving tips for completing worksheets and surveys, see
"Completing Assessment Worksheets and Surveys" on page 165.

The User Access Review Worksheet enables you to identify each user and to
document their status: Employee, Third Party, Former Employee, Former Third Party,
Service Account. You can also indicate whether each user has Remote Access.

Note: In addition to other scan procedures that identify Windows admin accounts, a
user will also be marked as a "Privileged (Administrator) Account" if they are
associated with any group or organizational unit that contains the word "admin."

To use the worksheet:

© 2023 RapidFire Tools, Inc. All rights reserved.

80



Compliance Manager for CMMC — User Guide Compliance Manager

1. Click the Go To Form button to open the worksheet.

InForm Select Assessme]

User Access Review Worksheet Current Assessmen t

1TEST. COM

1.1 User Access Review
The table below lists the users discovered on the network. For each user, specify the status. Then indicate whether the account has remote access.

Previous Assessment Response: Multiple Responses

User Name Display Name Privileged Last Login Status Has Remote Access?
(Administrator)
Account

_ No 04-3un-20193:47:12 | Former Employee Yes
PM

No Employee Yes

No Employee Yes

Yes 29-May-2019 2:07:45  |Employee Yes
PM

Yes 04-Jun-2019 10:19:51 |Employee Yes
M

Assign each identified user the correct Status.
Indicate whether each user has Remote Access.

When are finished, Save, return to the To Do item and click Mark Complete.

Task 13: Complete Asset Inventory Worksheet

For helpful, time-saving tips for completing worksheets and surveys, see
"Completing Assessment Worksheets and Surveys" on page 165.

Note: The Asset Inventory Worksheet will become available once the
Internal Network Scan is complete.

The Asset Inventory Worksheet details the computer assets discovered on the
network. Complete all of the required fields in the worksheet.

© 2023 RapidFire Tools, Inc. All rights reserved.
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CMMC Site

See the table below for an explanation of each field.

Asset Inventory
Worksheet Field

Description and Instructions

Asset Owner Enter the name of the person who is responsible for the information security of
this asset. The owner does not need to be the actual user of the system.

Acceptable Use Enter a short description of the primary acceptable use for this system (i.e., "user
workstation").

Environment Indicate whether the device is part of the Development, Test, and/or Operations
environment(s).

Backup Agent Answer "Yes" or "No" to indicate whether the device has a backup agent.
Status
Device Indicate whether the device is authorized or not authorized.

CUI (Controlled

o Specify whether the asset:
Unclassified
Information) » Has CUI: Does the Computer Asset have CUI stored on the
Access computer?

* No CUI: Does the Computer Asset have NO CUI stored on the
computer?

» Access Gateway to CUI: Is the computer used to access CUI
within the network being assessed or outside of the network
through access to an External Application (such as a cloud
based system)?
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Task 14: Complete Application Inventory Worksheet

This worksheet details the applications discovered on the network. For each application,
specify the criticality, i.e. the level of importance the app has for operations as per the
NIST framework.

The purpose of this worksheet is to inventory applications in use so as to allow the
organization to manage the risk posed by using multiple apps. Specifically, you establish
the business priority (criticality) of each app.

Note: The apps in this worksheet are discovered during the network scan - and you
might find that certain apps are redundant or not authorized by the organization. In this
case, they can be removed from the network.

This worksheet is designed to be shared with others in the organization who can
contribute the necessary information. See "Invite Subject Matter Experts (SMEs) to
Complete Forms" on page 180 for details.

Application Inventory

Medium

Do you want to attach supporting documents or copy and paste multiple
responses to save time? See "Completing Assessment Worksheets and Surveys" on
page 165 for helpful tips that can improve the efficiency and effectiveness of your
responses.

Task 15: Complete External Information System Worksheet

This worksheet is used to document external information systems used by your
organization. Add entries for each external information system along with a description,
purpose for using the system, name of the business owner of the system, along with its
criticality. Examples of external information systems include Salesforce, QuickBooks
Online, and Office 365.
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The purpose of this worksheet is to inventory systems in use at the organization, but that
are largely outside of (external to) that organization's control and/or ownership. This can

allow the organization to manage the risk posed by using external systems. Specifically,
you must:

« |dentity each external info system
» Determine the business owner and business purpose of that system

» Establish the business priority (criticality) of that system

1 EXTERNAL INFORMATION SYSTEMS

Enter each information system one line at a time. Complete all relevant fields for each
entry.

|
1 EXTERNAL INFORMATION SYSTEMS

1.1 External Information Systems

This worksheet is used to document external information systems used by your organization. Add entries for each external information

business owner of the system, along with its criticality. Examples of external information systems include Salesforce, QuickBooks Onlin
Purpose

~ Gmail Email system Office communication|

Task 16: Select Level of CMMC Assessment

In this step, choose whether you wish to perform a Level 1, Level 2, or Level 3
CMMC Assessment.
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Details

This is a task that requires an action to be taken. See below for details.

o Select Level of CMMC Assessment

Select Level of the CMMC Assessment that you want to perform.

The Cybersecurity Maturity Model (CMM) and its control domains have “Levels” of IT security controls that
can be implemented to secure an information system and access to CUL

Compliance Manager enables an assessor to perform a CMMC assessment based on CMMC control levels 1,
2and 3.

Select the level of the CMMC Assessment you want to perform.

+/  Mark Complete

CMMC has multiple “Levels” of IT security controls that can be implemented to secure the
IT environment. Level 1, Level 2, Level 3 represent the first two levels of the
CMMC assessment.

CMMC Model with 5 levels
measures cybersecurity maturity

Level 5 — Optimizing Advanced / Progressive

Leveld. Reviewed Proactive
Level 3. Managed Good Cyber Hygiene
Level 2 —| Documented Intermediate Cyber Hyglene
level 1— Performed Basic Cyber Hygiene

Note: To learn more about the CMMC model and it associated levels, visit
https://www.acq.osd.mil/cmmc/.
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Which CMMC Level Should | Choose?

« The Level 1 assessment presents fewer worksheets for the auditor to complete. In
addition, the CMMC worksheets will be simplified and contain fewer questions. Use
this level if you want to perform a relatively quick "Basic Cyber Hygiene" check as
per the CMMC framework.

Continue to "Complete Level 1 CMMC Worksheets " on the next page for step-by-
step instructions.

* The Level 2 assessment presents several additional worksheets to complete.
Likewise, the CMMC worksheets will contain added sections and questions. Use
this level if you want to perform an "Intermediate Cyber Hygiene" check as per the
CMMC framework. Once you complete a Level 2 assessment, you will have a
wealth of documentation to support your Level 2 compliance.

Continue to "Complete Level 2 CMMC Worksheets " on page 94 for step-by-step
instructions.

The Level 3 allows you to perform a "Good Cyber Hygiene" check as per the
CMMC framework. Once you complete a Level 3 assessment, you will have a
wealth of documentation to support your Level 3 compliance.

Continue to "Complete Level 3 CMMC Worksheets " on page 111 for step-by-step
instructions.

Change Assessment Level

During your assessment, you may decide to change CMMC assessment levels. To do
this:

1. Return to the Select CMMC Level to do item.

2. Click Re-run and select your desired assessment level. Confirm that you wish to
regenerate the worksheet To Do items.
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Details

This issue/task has been marked complete.

o Select Level of CMMC Assessment

Select Level of the CMMC Assessment that you want to perform.

The Cybersecurity Maturity Model (CMM) and its control domains have “Levels” of IT security
controls that can be implemented to secure an information system and access to CUL

Compliance Manager enables an assessor to perform a CMMC assessment based on CMMC

control levels 1, 2 and 3.

Select the level of the CMMC Assessment you want to perform.

B —

Compliance Manager

Your To Do list will be updated with the worksheets for the selected level.

Note: Your saved responses will be available to re-use in the regenerated
worksheets.

Complete Level 1 CMMC Worksheets

Once you choose the Level 1 CMMC assessment, new worksheets will appear in your to

do list.

CMMC Demo Site 2

9/22/20,11:17 AM

9/22/20,11:17 AM

9/22/20,11:17 AM

9/22/20,11:17 AM

9/22/20,11:17 AM

nanEERfaaaaanag

9/22/20,11:17 AM

Complete CMMC — Access Control Worksheat

Complete CMMC — Identification and Authentication Worksheet

Complete CMMC — Media Protection Worksheet

Complete CMMC — Physical Protection Worksheat

Complete CMMC — System and Communications Protection Worksheet

Complete CMMC — System and Informatien Integrity Worksheet

RapidFireTools
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Note Regarding Worksheet Cross References to NIST SP 800-171

Many CMMC worksheets include cross references to items within the NIST SP 800-171
rev1 framework. However, note that CMMC contains additional security requirements,
and thus not every CMMC provision references a NIST requirement.

1.2 Protect CUI Backups = CMMC Ctrl: RE.2.138 = Protect the confidentiality of backup CUI at
storage locations. (NIST 800-171 Rev. 2 Ctrl Ref: 3.8.9)

Is the confidentiality and integrity of baliep CUI protected at the storage location?
Previous Assessment Response: No

No

Task 17: Complete CMMC Access Control Worksheet

Complete the CMMC Access Control Worksheet. This worksheet should be completed
by an Internal Auditor.

Details
This is a task that requires an action to be taken. See below for details.

o Complete CMMC - Access Control Worksheet

Complete the worksheet to assess compliance with the Access Control control domain of the CMMC.
You must specify a response to every topic or exclude the topic to complete this item.

Specifically, this worksheet asks you to examine:

» Restrictions on internal system access
» Restrictions on access to external information systems
» Restrictions on information posted to public-facing data systems

« Utilization of the principle of least privilege for user accounts and their access to
sensitive data
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Acme CMMC Project

CMMC Access Control Worksheet

gggggggggggggggg

CUlrues?

Task 18: Complete CMMC ldentification and Authentication

Worksheet

Complete the CMMC Identification and Authentication Worksheet. This worksheet

should be completed by an Internal Auditor.

Details
This is a task that requires an action to be taken. See below for details.

o Complete CMMC - Identification and Authentication Worksheet

Complete the worksheet to assess compliance with the Identification and Authenticationcontrol
domain of the CMMC. You must specify a respense to every topic or exclude the topic to complate this
item.

‘Go to Form: CMMC - Identification and Authentication Worksheet

Specifically, this worksheet asks you to examine:

» User identification procedures and practices

» Password policy, management, and enforcement

Compliance Manager
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Acme CMMC Project

CMMC Identification and Authentication Worksheet

nnnnnnnn

nnnnnnn

For helpful, time-saving tips for completing worksheets and surveys, see
"Completing Assessment Worksheets and Surveys" on page 165.

Task 19: Complete CMMC Media Protection Worksheet

Complete the CMMC Media Protection Worksheet . This worksheet should be
completed by an Internal Auditor.

Details
=3 Thisis a task that requires an action to be taken. See below for details.

o Complete CMMC — Media Protection Worksheet

Complete the worksheet to assess compliance with the Media Protection control domain of the CMMC.
You must specify a response to every topic or exclude the topic to complete this item.

Specifically, this worksheet asks you to examine:

» Procedures in place to protect CUI (Controlled Unclassified Information) present on
both analog and digital media within the organization

* Procedures to destroy or sanitize media devices no longer in use that might contain
sensitive data
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Acme CMMC Project

CMMC Media Protection Worksheet

For helpful, time-saving tips for completing worksheets and surveys, see
"Completing Assessment Worksheets and Surveys" on page 165.

Task 20: Complete CMMC Physical Protection Worksheet

Complete the CMMC Physical Protection Worksheet. This worksheet should be
completed by an Internal Auditor.

Details

This is a task that requires an action to be taken. See below for details.

o Complete CMMC — Physical Protection Worksheet

Complete the worksheet to assess compliance with the Physical Protection control doma